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nistbeacon.nistbeacon module


Copyright 2015-2016 Peter Urda


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



		
class nistbeacon.nistbeacon.NistBeacon[source]


		Bases: object


The NistBeacon object is used to query the NIST Randomness Beacon.
For the most part, it returns actual NistBeaconValue objects for the
consumer to use as they please.



		
classmethod chain_check(timestamp: int) → bool[source]


		Given a record timestamp, verify the chain integrity.






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		‘True’ if the timestamp fits the chain. ‘False’ otherwise.














		
classmethod get_first_record(download: bool=True) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Get the first (oldest) record available. Since the first record
IS a known value in the system we can load it from constants.






		Parameters:		download – ‘True’ will always reach out to NIST to get the
first record. ‘False’ returns a local copy.



		Returns:		The first beacon value. ‘None’ otherwise.














		
classmethod get_last_record() → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Get the last (newest) record available.






		Returns:		The last beacon value. ‘None’ otherwise.














		
classmethod get_next(timestamp: int) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Given a record timestamp, get the next record available.






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		The next beacon value if available. ‘None’ otherwise.














		
classmethod get_previous(timestamp: int) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Given a record timestamp, get the previous record available.






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		The previous beacon value if available. ‘None; otherwise














		
classmethod get_record(timestamp: int) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Get a specific record (or next closest)






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		The requested beacon value if available. ‘None’ otherwise.






















nistbeacon.nistbeaconcrypto module


Copyright 2015-2016 Peter Urda


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



		
class nistbeacon.nistbeaconcrypto.NistBeaconCrypto[source]


		Bases: object


Helper class to handle beacon value signature and crypto checks.



		
classmethod get_hash(version: str, frequency: int, timestamp: int, seed_value: str, prev_output: str, status_code: str) → Crypto.Hash.SHA512.SHA512Hash[source]


		Given required properties from a NistBeaconValue,
compute the SHA512Hash object.






		Parameters:		
		version – NistBeaconValue.version


		frequency – NistBeaconValue.frequency


		timestamp – NistBeaconValue.timestamp


		seed_value – NistBeaconValue.seed_value


		prev_output – NistBeaconValue.previous_output_value


		status_code – NistBeaconValue.status_code









		Returns:		SHA512 Hash for NistBeaconValue signature verification

















		
classmethod verify(message_hash: Crypto.Hash.SHA512.SHA512Hash, signature: bytes) → bool[source]


		Verify a given NIST message hash and signature for a beacon value.






		Parameters:		
		message_hash – The hash that was carried out over the message.
This is an object belonging to the Crypto.Hash module.


		signature – The signature that needs to be validated.









		Returns:		True if verification is correct. False otherwise.

























nistbeacon.nistbeaconvalue module


Copyright 2015-2016 Peter Urda


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



		
class nistbeacon.nistbeaconvalue.NistBeaconValue(version: str, frequency: int, timestamp: int, seed_value: str, previous_output_value: str, signature_value: str, output_value: str, status_code: str)[source]


		Bases: object


A single NIST Beacon Value object represents one beacon value.
It has all the normal properties of a NIST beacon API call,
but stored as a python object



		
frequency


		



		Returns:		The time interval, in seconds, between expected records














		
classmethod from_json(input_json: str) → 'NistBeaconValue'[source]


		Convert a string of JSON which represents a NIST randomness beacon
value into a ‘NistBeaconValue’ object.






		Parameters:		input_json – JSON to build a ‘Nist RandomnessBeaconValue’ from



		Returns:		A ‘NistBeaconValue’ object, ‘None’ otherwise














		
classmethod from_xml(input_xml: str) → 'NistBeaconValue'[source]


		Convert a string of XML which represents a NIST Randomness Beacon value
into a ‘NistBeaconValue’ object.






		Parameters:		input_xml – XML to build a ‘NistBeaconValue’ from



		Returns:		A ‘NistBeaconValue’ object, ‘None’ otherwise














		
json


		



		Returns:		The JSON representation of the beacon, as a string














		
output_value


		



		Returns:		The SHA-512 hash of the signatureValue as a 64 byte hex string














		
previous_output_value


		



		Returns:		The SHA-512 hash value for the previous record - 64 byte hex
string














		
pseudo_random


		



		Returns:		A python random.Random object that has been seeded with
the value’s output_value. This is a pseudo-random
number generator














		
seed_value


		



		Returns:		A seed value represented as a 64 byte (512-bit) hex string
value














		
signature_value


		



		Returns:		A digital signature (RSA) computed over (in order): version,
frequency, timeStamp, seedValue, previousHashValue, statusCodeNote: Except for version, the hash is on the byte
representations and not the string representations of the data
values

















		
status_code


		



		Returns:		
		The status code value:


		0 - Chain intact, values all good
1 - Start of a new chain of values, previous hash value
will be all zeroes




		2 - Time between values is greater than the frequency, but


		the chain is still intact


























		
timestamp


		



		Returns:		The time the seed value was generated as the number of
seconds since January 1, 1970














		
valid_signature


		Shows the result of signature verification


First, required records (version, frequency, timestamp,
seed_value, previous_output_value) are packed together to form
a message. This message is then checked against the record’s reported
signature field WITH the known NIST public key.


Second, the signature value is independently ran through a SHA512
hash. The result of this operation SHOULD equal the record’s reported
output_value field.


As long as the result of the ‘First’ step and’ed with the ‘Second’
step, the record is considered valid.






		Returns:		‘True’ if this record is valid. ‘False’ otherwise














		
version


		



		Returns:		Reported NIST randomness beacon version














		
xml


		



		Returns:		The XML representation of the beacon, as a string






















Module contents


Copyright 2015-2016 Peter Urda


Licensed under the Apache License, Version 2.0 (the “License”);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at



http://www.apache.org/licenses/LICENSE-2.0



Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



		
class nistbeacon.NistBeacon[source]


		Bases: object


The NistBeacon object is used to query the NIST Randomness Beacon.
For the most part, it returns actual NistBeaconValue objects for the
consumer to use as they please.



		
classmethod chain_check(timestamp: int) → bool[source]


		Given a record timestamp, verify the chain integrity.






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		‘True’ if the timestamp fits the chain. ‘False’ otherwise.














		
classmethod get_first_record(download: bool=True) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Get the first (oldest) record available. Since the first record
IS a known value in the system we can load it from constants.






		Parameters:		download – ‘True’ will always reach out to NIST to get the
first record. ‘False’ returns a local copy.



		Returns:		The first beacon value. ‘None’ otherwise.














		
classmethod get_last_record() → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Get the last (newest) record available.






		Returns:		The last beacon value. ‘None’ otherwise.














		
classmethod get_next(timestamp: int) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Given a record timestamp, get the next record available.






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		The next beacon value if available. ‘None’ otherwise.














		
classmethod get_previous(timestamp: int) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Given a record timestamp, get the previous record available.






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		The previous beacon value if available. ‘None; otherwise














		
classmethod get_record(timestamp: int) → nistbeacon.nistbeaconvalue.NistBeaconValue[source]


		Get a specific record (or next closest)






		Parameters:		timestamp – UNIX time / POSIX time / Epoch time



		Returns:		The requested beacon value if available. ‘None’ otherwise.




















		
class nistbeacon.NistBeaconValue(version: str, frequency: int, timestamp: int, seed_value: str, previous_output_value: str, signature_value: str, output_value: str, status_code: str)[source]


		Bases: object


A single NIST Beacon Value object represents one beacon value.
It has all the normal properties of a NIST beacon API call,
but stored as a python object



		
frequency


		



		Returns:		The time interval, in seconds, between expected records














		
classmethod from_json(input_json: str) → 'NistBeaconValue'[source]


		Convert a string of JSON which represents a NIST randomness beacon
value into a ‘NistBeaconValue’ object.






		Parameters:		input_json – JSON to build a ‘Nist RandomnessBeaconValue’ from



		Returns:		A ‘NistBeaconValue’ object, ‘None’ otherwise














		
classmethod from_xml(input_xml: str) → 'NistBeaconValue'[source]


		Convert a string of XML which represents a NIST Randomness Beacon value
into a ‘NistBeaconValue’ object.






		Parameters:		input_xml – XML to build a ‘NistBeaconValue’ from



		Returns:		A ‘NistBeaconValue’ object, ‘None’ otherwise














		
json


		



		Returns:		The JSON representation of the beacon, as a string














		
output_value


		



		Returns:		The SHA-512 hash of the signatureValue as a 64 byte hex string














		
previous_output_value


		



		Returns:		The SHA-512 hash value for the previous record - 64 byte hex
string














		
pseudo_random


		



		Returns:		A python random.Random object that has been seeded with
the value’s output_value. This is a pseudo-random
number generator














		
seed_value


		



		Returns:		A seed value represented as a 64 byte (512-bit) hex string
value














		
signature_value


		



		Returns:		A digital signature (RSA) computed over (in order): version,
frequency, timeStamp, seedValue, previousHashValue, statusCodeNote: Except for version, the hash is on the byte
representations and not the string representations of the data
values

















		
status_code


		



		Returns:		
		The status code value:


		0 - Chain intact, values all good
1 - Start of a new chain of values, previous hash value
will be all zeroes




		2 - Time between values is greater than the frequency, but


		the chain is still intact


























		
timestamp


		



		Returns:		The time the seed value was generated as the number of
seconds since January 1, 1970














		
valid_signature


		Shows the result of signature verification


First, required records (version, frequency, timestamp,
seed_value, previous_output_value) are packed together to form
a message. This message is then checked against the record’s reported
signature field WITH the known NIST public key.


Second, the signature value is independently ran through a SHA512
hash. The result of this operation SHOULD equal the record’s reported
output_value field.


As long as the result of the ‘First’ step and’ed with the ‘Second’
step, the record is considered valid.






		Returns:		‘True’ if this record is valid. ‘False’ otherwise














		
version


		



		Returns:		Reported NIST randomness beacon version














		
xml


		



		Returns:		The XML representation of the beacon, as a string
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  Source code for nistbeacon.nistbeacon

"""
Copyright 2015-2016 Peter Urda

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

    http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
"""

import requests
from requests.exceptions import RequestException

from nistbeacon.nistbeaconvalue import NistBeaconValue


[docs]class NistBeacon(object):
    """
    The NistBeacon object is used to query the NIST Randomness Beacon.
    For the most part, it returns actual NistBeaconValue objects for the
    consumer to use as they please.
    """

    _NIST_API_URL = "https://beacon.nist.gov/rest/record"

    # noinspection SpellCheckingInspection
    _INIT_RECORD = NistBeaconValue(
        version="Version 1.0",
        frequency=60,
        timestamp=1378395540,
        seed_value='87F49DB997D2EED0B4FDD93BAA4CDFCA49095AF98E54B81F2C39B5C400'
                   '2EC04B8C9E31FA537E64AC35FA2F038AA80730B054CFCF371AB5584CFB'
                   '4EFD293280EE',
        previous_output_value="00000000000000000000000000000000000000000000000"
                              "00000000000000000000000000000000000000000000000"
                              "0000000000000000000000000000000000",
        signature_value="F93BBE5714944F31983AE8187D5D94F87FFEC2F98185F9EB4FE5D"
                        "B61A9E5119FB0756E9AF4B7112DEBF541E9E53D05346B7358C12F"
                        "A43A8E0D695BFFAF193B1C3FFC4AE7BCF6651812B6D60190DB8FF"
                        "23C9364374737F45F1A89F22E1E492B0F373E4DB523274E9D31C8"
                        "6987C64A26F507008828A358B0E166A197D433597480895E9298C"
                        "60D079673879C3C1AEDA6306C3201991D0A6778B21462BDEBB8D3"
                        "776CD3D0FA0325AFE99B2D88A7C357E62170320EFB51F9749B5C7"
                        "B9E7347178AB051BDD097B226664A2D64AF1557BB31540601849F"
                        "0BE3AAF31D7A25E2B358EEF5A346937ADE34A110722DA8C037F97"
                        "3350B3846DCAB16C9AA125F2027C246FDB3",
        output_value="17070B49DBF3BA12BEA427CB6651ECF7860FDC3792268031B77711D6"
                     "3A8610F4CDA551B7FB331103889A62E2CB23C0F85362BBA49B9E0086"
                     "D1DA0830E4389AB1",
        status_code="1",
    )

    @classmethod
    def _query_nist(cls, url_data: str) -> NistBeaconValue:
        try:
            nist_response = requests.get(
                "{0}/{1}".format(
                    cls._NIST_API_URL,
                    url_data,
                )
            )

            if (
                    isinstance(nist_response, requests.Response) and
                    nist_response.status_code is requests.codes.OK
            ):
                return NistBeaconValue.from_xml(nist_response.text)
            else:
                return None
        except RequestException:
            return None

    @classmethod
[docs]    def chain_check(cls, timestamp: int) -> bool:
        """
        Given a record timestamp, verify the chain integrity.

        :param timestamp: UNIX time / POSIX time / Epoch time
        :return: 'True' if the timestamp fits the chain. 'False' otherwise.
        """

        # Creation is messy.
        # You want genius, you get madness; two sides of the same coin.
        # ... I'm sure this can be cleaned up. However, let's test it first.

        record = cls.get_record(timestamp)

        if isinstance(record, NistBeaconValue) is False:
            # Don't you dare try to play me
            return False

        prev_record = cls.get_previous(record.timestamp)
        next_record = cls.get_next(record.timestamp)

        if prev_record is None and next_record is None:
            # Uh, how did you manage to do this?
            # I'm not even mad, that's amazing.
            return False

        if (
                isinstance(prev_record, NistBeaconValue) and
                isinstance(next_record, NistBeaconValue)
        ):
            # Majority case, somewhere in the middle of the chain
            # True if:
            #   - All three records have proper signatures
            #   - The requested record's previous output equals previous
            #   - The next possible record's previous output equals the record
            return (
                record.valid_signature and
                prev_record.valid_signature and
                next_record.valid_signature and
                record.previous_output_value == prev_record.output_value and
                next_record.previous_output_value == record.output_value
            )

        if (
                prev_record is None and
                isinstance(next_record, NistBeaconValue)
        ):
            # Edge case, this was potentially the first record of all time
            return (
                record.valid_signature and
                next_record.valid_signature and
                cls._INIT_RECORD == record and
                next_record.previous_output_value == record.output_value
            )

        if (
                isinstance(prev_record, NistBeaconValue) and
                next_record is None
        ):
            # Edge case, this was potentially the latest and greatest
            return (
                record.valid_signature and
                prev_record.valid_signature and
                record.previous_output_value == prev_record.output_value
            )


    @classmethod
[docs]    def get_first_record(
            cls,
            download: bool=True
    ) -> NistBeaconValue:
        """
        Get the first (oldest) record available. Since the first record
        IS a known value in the system we can load it from constants.

        :param download: 'True' will always reach out to NIST to get the
                         first record. 'False' returns a local copy.
        :return: The first beacon value. 'None' otherwise.
        """

        if download:
            return NistBeacon.get_record(cls._INIT_RECORD.timestamp)
        else:
            return NistBeaconValue.from_json(cls._INIT_RECORD.json)


    @classmethod
[docs]    def get_last_record(cls) -> NistBeaconValue:
        """
        Get the last (newest) record available.

        :return: The last beacon value. 'None' otherwise.
        """

        return cls._query_nist("last")


    @classmethod
[docs]    def get_next(cls, timestamp: int) -> NistBeaconValue:
        """
        Given a record timestamp, get the next record available.

        :param timestamp: UNIX time / POSIX time / Epoch time
        :return: The next beacon value if available. 'None' otherwise.
        """

        return cls._query_nist("next/{}".format(timestamp))


    @classmethod
[docs]    def get_previous(cls, timestamp: int) -> NistBeaconValue:
        """
        Given a record timestamp, get the previous record available.

        :param timestamp: UNIX time / POSIX time / Epoch time
        :return: The previous beacon value if available. 'None; otherwise
        """

        return cls._query_nist("previous/{}".format(timestamp))


    @classmethod
[docs]    def get_record(cls, timestamp: int) -> NistBeaconValue:
        """
        Get a specific record (or next closest)

        :param timestamp: UNIX time / POSIX time / Epoch time
        :return: The requested beacon value if available. 'None' otherwise.
        """

        return cls._query_nist(str(timestamp))
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  Source code for nistbeacon.nistbeaconcrypto

"""
Copyright 2015-2016 Peter Urda

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

    http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
"""

import binascii
import struct

from Crypto.Hash import SHA512
from Crypto.Hash.SHA512 import SHA512Hash
from Crypto.PublicKey import RSA
from Crypto.Signature import PKCS1_v1_5


[docs]class NistBeaconCrypto(object):
    """
    Helper class to handle beacon value signature and crypto checks.
    """

    # https://beacon.nist.gov/certificate/beacon.cer
    # noinspection SpellCheckingInspection
    _NIST_CER_FILE = (
        '-----BEGIN CERTIFICATE-----\n'
        'MIIHZTCCBk2gAwIBAgIESTWNPjANBgkqhkiG9w0BAQsFADBtMQswCQYDVQQGEwJV\n'
        'UzEQMA4GA1UEChMHRW50cnVzdDEiMCAGA1UECxMZQ2VydGlmaWNhdGlvbiBBdXRo\n'
        'b3JpdGllczEoMCYGA1UECxMfRW50cnVzdCBNYW5hZ2VkIFNlcnZpY2VzIFNTUCBD\n'
        'QTAeFw0xNDA1MDcxMzQ4MzZaFw0xNzA1MDcxNDE4MzZaMIGtMQswCQYDVQQGEwJV\n'
        'UzEYMBYGA1UEChMPVS5TLiBHb3Zlcm5tZW50MR8wHQYDVQQLExZEZXBhcnRtZW50\n'
        'IG9mIENvbW1lcmNlMTcwNQYDVQQLEy5OYXRpb25hbCBJbnN0aXR1dGUgb2YgU3Rh\n'
        'bmRhcmRzIGFuZCBUZWNobm9sb2d5MRAwDgYDVQQLEwdEZXZpY2VzMRgwFgYDVQQD\n'
        'Ew9iZWFjb24ubmlzdC5nb3YwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIB\n'
        'AQC/m2xcckaSYztt6/6YezaUmqIqY5CLvrfO2esEIJyFg+cv7S7exL3hGYeDCnQL\n'
        'VtUIGViAnO9yCXDC2Kymen+CekU7WEtSB96xz/xGrY3mbwjS46QSOND9xSRMroF9\n'
        'xbgqXxzJ7rL/0RMUkku3uurGb/cxUpzKt6ra7iUnzkk3BBk73kr2OXFyYYbtrN71\n'
        's0B9qKKJZuPQqmA5n80Xc3E2YbaoAW4/gesncFNL7Sdxw9NIA1L4feu/o8xp3FNP\n'
        'pv2e25C0113x+yagvb1W0mw6ISwAKhJ+6G4t4hFejl7RujuiDfORgzIhHMR4CyWt\n'
        'PZFVn2qxZuVooj1+mduLIXhDAgMBAAGjggPKMIIDxjAOBgNVHQ8BAf8EBAMCBsAw\n'
        'FwYDVR0gBBAwDjAMBgpghkgBZQMCAQMHMIIBXgYIKwYBBQUHAQEEggFQMIIBTDCB\n'
        'uAYIKwYBBQUHMAKGgatsZGFwOi8vc3NwZGlyLm1hbmFnZWQuZW50cnVzdC5jb20v\n'
        'b3U9RW50cnVzdCUyME1hbmFnZWQlMjBTZXJ2aWNlcyUyMFNTUCUyMENBLG91PUNl\n'
        'cnRpZmljYXRpb24lMjBBdXRob3JpdGllcyxvPUVudHJ1c3QsYz1VUz9jQUNlcnRp\n'
        'ZmljYXRlO2JpbmFyeSxjcm9zc0NlcnRpZmljYXRlUGFpcjtiaW5hcnkwSwYIKwYB\n'
        'BQUHMAKGP2h0dHA6Ly9zc3B3ZWIubWFuYWdlZC5lbnRydXN0LmNvbS9BSUEvQ2Vy\n'
        'dHNJc3N1ZWRUb0VNU1NTUENBLnA3YzBCBggrBgEFBQcwAYY2aHR0cDovL29jc3Au\n'
        'bWFuYWdlZC5lbnRydXN0LmNvbS9PQ1NQL0VNU1NTUENBUmVzcG9uZGVyMBsGA1Ud\n'
        'CQQUMBIwEAYJKoZIhvZ9B0QdMQMCASIwggGHBgNVHR8EggF+MIIBejCB6qCB56CB\n'
        '5IaBq2xkYXA6Ly9zc3BkaXIubWFuYWdlZC5lbnRydXN0LmNvbS9jbj1XaW5Db21i\n'
        'aW5lZDEsb3U9RW50cnVzdCUyME1hbmFnZWQlMjBTZXJ2aWNlcyUyMFNTUCUyMENB\n'
        'LG91PUNlcnRpZmljYXRpb24lMjBBdXRob3JpdGllcyxvPUVudHJ1c3QsYz1VUz9j\n'
        'ZXJ0aWZpY2F0ZVJldm9jYXRpb25MaXN0O2JpbmFyeYY0aHR0cDovL3NzcHdlYi5t\n'
        'YW5hZ2VkLmVudHJ1c3QuY29tL0NSTHMvRU1TU1NQQ0ExLmNybDCBiqCBh6CBhKSB\n'
        'gTB/MQswCQYDVQQGEwJVUzEQMA4GA1UEChMHRW50cnVzdDEiMCAGA1UECxMZQ2Vy\n'
        'dGlmaWNhdGlvbiBBdXRob3JpdGllczEoMCYGA1UECxMfRW50cnVzdCBNYW5hZ2Vk\n'
        'IFNlcnZpY2VzIFNTUCBDQTEQMA4GA1UEAxMHQ1JMNjY3MzArBgNVHRAEJDAigA8y\n'
        'MDE0MDUwNzEzNDgzNlqBDzIwMTYwNjEyMTgxODM2WjAfBgNVHSMEGDAWgBTTzudb\n'
        'iafNbJHGZzapWHIJ7OI58zAdBgNVHQ4EFgQUGIOcf6r7Z9wk+2/YuG5oTs7Qwk8w\n'
        'CQYDVR0TBAIwADAZBgkqhkiG9n0HQQAEDDAKGwRWOC4xAwIEsDANBgkqhkiG9w0B\n'
        'AQsFAAOCAQEASc+lZBbJWsHB2WnaBr8ZfBqpgS51Eh+wLchgIq7JHhVn+LagkR8C\n'
        'XmvP57a0L/E+MRBqvH2RMqwthEcjXio2WIu/lyKZmg2go9driU6H3s89X8snblDF\n'
        '1B+iL73vhkLVdHXgStMS8AHbm+3BW6yjHens1tVmKSowg1P/bGT3Z4nmamdY9oLm\n'
        '9sCgFccthC1BQqtPv1XsmLshJ9vmBbYMsjKq4PmS0aLA59J01YMSq4U1kzcNS7wI\n'
        '1/YfUrfeV+r+j7LKBgNQTZ80By2cfSalEqCe8oxqViAz6DsfPCBeE57diZNLiJmj\n'
        'a2wWIBquIAXxvD8w2Bue7pZVeUHls5V5dA==\n'
        '-----END CERTIFICATE-----\n'
    )

    # https://beacon.nist.gov/certificate/beacon.cer
    # noinspection SpellCheckingInspection
    _NIST_RSA_KEY = (
        '-----BEGIN PUBLIC KEY-----\n'
        'MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAv5tsXHJGkmM7bev+mHs2\n'
        'lJqiKmOQi763ztnrBCCchYPnL+0u3sS94RmHgwp0C1bVCBlYgJzvcglwwtispnp/\n'
        'gnpFO1hLUgfesc/8Rq2N5m8I0uOkEjjQ/cUkTK6BfcW4Kl8cye6y/9ETFJJLt7rq\n'
        'xm/3MVKcyreq2u4lJ85JNwQZO95K9jlxcmGG7aze9bNAfaiiiWbj0KpgOZ/NF3Nx\n'
        'NmG2qAFuP4HrJ3BTS+0nccPTSANS+H3rv6PMadxTT6b9ntuQtNdd8fsmoL29VtJs\n'
        'OiEsACoSfuhuLeIRXo5e0bo7og3zkYMyIRzEeAslrT2RVZ9qsWblaKI9fpnbiyF4\n'
        'QwIDAQAB\n'
        '-----END PUBLIC KEY-----\n'
    )

    _RSA_KEY = RSA.importKey(_NIST_RSA_KEY)
    _VERIFIER = PKCS1_v1_5.new(_RSA_KEY)

    @classmethod
[docs]    def get_hash(
            cls,
            version: str,
            frequency: int,
            timestamp: int,
            seed_value: str,
            prev_output: str,
            status_code: str,
    ) -> SHA512Hash:
        """
        Given required properties from a NistBeaconValue,
        compute the SHA512Hash object.

        :param version: NistBeaconValue.version
        :param frequency: NistBeaconValue.frequency
        :param timestamp: NistBeaconValue.timestamp
        :param seed_value: NistBeaconValue.seed_value
        :param prev_output: NistBeaconValue.previous_output_value
        :param status_code: NistBeaconValue.status_code

        :return: SHA512 Hash for NistBeaconValue signature verification
        """
        return SHA512.new(
            version.encode() +
            struct.pack(
                '>1I1Q64s64s1I',
                frequency,
                timestamp,
                binascii.a2b_hex(seed_value),
                binascii.a2b_hex(prev_output),
                int(status_code),
            )
        )


    @classmethod
[docs]    def verify(cls, message_hash: SHA512Hash, signature: bytes) -> bool:
        """
        Verify a given NIST message hash and signature for a beacon value.

        :param message_hash:
            The hash that was carried out over the message.
            This is an object belonging to the `Crypto.Hash` module.
        :param signature: The signature that needs to be validated.
        :return: True if verification is correct. False otherwise.
        """

        return cls._VERIFIER.verify(
            message_hash,
            signature,
        )
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  Source code for nistbeacon.nistbeaconvalue

"""
Copyright 2015-2016 Peter Urda

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

    http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
"""

import binascii
import hashlib
import json
from random import Random
from xml.etree import ElementTree

from nistbeacon.nistbeaconcrypto import NistBeaconCrypto


[docs]class NistBeaconValue(object):
    """
    A single NIST Beacon Value object represents one beacon value.
    It has all the normal properties of a NIST beacon API call,
    but stored as a python object
    """

    _xml_template = (
        '<?xml version="1.0" encoding="UTF-8" standalone="yes"?>'
        '<record xmlns="http://beacon.nist.gov/record/0.1/">'
        '<version>{0}</version>'
        '<frequency>{1}</frequency>'
        '<timeStamp>{2}</timeStamp>'
        '<seedValue>{3}</seedValue>'
        '<previousOutputValue>{4}</previousOutputValue>'
        '<signatureValue>{5}</signatureValue>'
        '<outputValue>{6}</outputValue>'
        '<statusCode>{7}</statusCode>'
        '</record>'
    )

    _KEY_FREQUENCY = 'frequency'
    _KEY_OUTPUT_VALUE = 'outputValue'
    _KEY_PREVIOUS_OUTPUT_VALUE = 'previousOutputValue'
    _KEY_SEED_VALUE = 'seedValue'
    _KEY_SIGNATURE_VALUE = 'signatureValue'
    _KEY_STATUS_CODE = 'statusCode'
    _KEY_TIMESTAMP = 'timeStamp'
    _KEY_VERSION = 'version'

    def __init__(
            self,
            version: str,
            frequency: int,
            timestamp: int,
            seed_value: str,
            previous_output_value: str,
            signature_value: str,
            output_value: str,
            status_code: str,
    ):
        """
        :param version:
            Reported NIST randomness beacon version

        :param frequency:
            The time interval, in seconds, between expected records

        :param timestamp:
            The time the seed value was generated as the number of
            seconds since January 1, 1970

        :param seed_value:
            A seed value represented as a 64 byte (512-bit) hex string
            value

        :param previous_output_value:
            The SHA-512 hash value for the previous record - 64 byte hex
            string

        :param signature_value:
            A digital signature (RSA) computed over (in order): version,
            frequency, timeStamp, seedValue, previousHashValue, statusCode

            Note: Except for version, the hash is on the byte
            representations and not the string representations of the data
            values

        :param output_value:
            The SHA-512 hash of the signatureValue as a 64 byte hex string

        :param status_code:
            The status code value:
                0 - Chain intact, values all good
                1 - Start of a new chain of values, previous hash value
                    will be all zeroes
                2 - Time between values is greater than the frequency, but
                    the chain is still intact
        """

        self._version = version
        self._frequency = frequency
        self._timestamp = timestamp
        self._seed_value = seed_value
        self._previous_output_value = previous_output_value
        self._signature_value = signature_value
        self._output_value = output_value
        self._status_code = status_code

        # Compute JSON, XML strings
        self._json = json.dumps(
            {
                self._KEY_VERSION: self.version,
                self._KEY_FREQUENCY: self.frequency,
                self._KEY_TIMESTAMP: self.timestamp,
                self._KEY_SEED_VALUE: self.seed_value,
                self._KEY_PREVIOUS_OUTPUT_VALUE: self.previous_output_value,
                self._KEY_SIGNATURE_VALUE: self.signature_value,
                self._KEY_OUTPUT_VALUE: self.output_value,
                self._KEY_STATUS_CODE: self.status_code,
            },
            sort_keys=True,
        )

        self._xml = self._xml_template.format(
            self.version,
            self.frequency,
            self.timestamp,
            self.seed_value,
            self.previous_output_value,
            self.signature_value,
            self.output_value,
            self.status_code,
        )

        # Signature checking
        sha512_hash = NistBeaconCrypto.get_hash(
            self.version,
            self.frequency,
            self.timestamp,
            self.seed_value,
            self.previous_output_value,
            self.status_code,
        )

        sig_check_result = NistBeaconCrypto.verify(
            sha512_hash,
            binascii.a2b_hex(self.signature_value)[::-1]
        )

        # The signature sha512'd again should equal the output value
        expected_signature = hashlib.sha512(
            binascii.a2b_hex(self.signature_value)
        ).hexdigest().upper()

        sig_hash_check = (expected_signature == self.output_value)

        # Store the valid signature state after computation
        self._valid_signature = sig_check_result and sig_hash_check

        # Using the output value from the beacon, let's seed a personal
        # python random.Random object
        self._pseudo_random = Random(self.output_value)

    def __eq__(self, other):
        try:
            return self.version == other.version \
                   and self.frequency == other.frequency \
                   and self.timestamp == other.timestamp \
                   and self.seed_value == other.seed_value \
                   and self.previous_output_value == \
                   other.previous_output_value \
                   and self.signature_value == other.signature_value \
                   and self.output_value == other.output_value \
                   and self.status_code == other.status_code \
                   and self.valid_signature == other.valid_signature
        except (AttributeError, TypeError):
            return False

    def __ne__(self, other):
        return not self.__eq__(other)

    @property
    def frequency(self) -> int:
        """
        :return: The time interval, in seconds, between expected records
        """

        return self._frequency

    @property
    def json(self) -> str:
        """
        :return: The JSON representation of the beacon, as a string
        """

        return self._json

    @property
    def output_value(self) -> str:
        """
        :return: The SHA-512 hash of the signatureValue as a 64 byte hex string
        """

        return self._output_value

    @property
    def previous_output_value(self) -> str:
        """
        :return:
            The SHA-512 hash value for the previous record - 64 byte hex
            string
        """

        return self._previous_output_value

    @property
    def pseudo_random(self) -> Random:
        """
        :return:
            A python `random.Random` object that has been seeded with
            the value's `output_value`. This is a pseudo-random
            number generator
        """

        return self._pseudo_random

    @property
    def seed_value(self) -> str:
        """
        :return:
            A seed value represented as a 64 byte (512-bit) hex string
            value
        """

        return self._seed_value

    @property
    def signature_value(self) -> str:
        """
        :return:
            A digital signature (RSA) computed over (in order): version,
            frequency, timeStamp, seedValue, previousHashValue, statusCode

            Note: Except for version, the hash is on the byte
            representations and not the string representations of the data
            values
        """

        return self._signature_value

    @property
    def status_code(self) -> str:
        """
        :return:
            The status code value:
                0 - Chain intact, values all good
                1 - Start of a new chain of values, previous hash value
                    will be all zeroes
                2 - Time between values is greater than the frequency, but
                    the chain is still intact
        """

        return self._status_code

    @property
    def timestamp(self) -> int:
        """
        :return:
            The time the seed value was generated as the number of
            seconds since January 1, 1970
        """

        return self._timestamp

    @property
    def valid_signature(self) -> bool:
        """
        Shows the result of signature verification

        First, required records (version, frequency, timestamp,
        seed_value, previous_output_value) are packed together to form
        a message. This message is then checked against the record's reported
        signature field WITH the known NIST public key.

        Second, the signature value is independently ran through a SHA512
        hash. The result of this operation SHOULD equal the record's reported
        output_value field.

        As long as the result of the 'First' step and'ed with the 'Second'
        step, the record is considered valid.

        :return: 'True' if this record is valid. 'False' otherwise
        """

        return self._valid_signature

    @property
    def version(self) -> str:
        """
        :return: Reported NIST randomness beacon version
        """

        return self._version

    @property
    def xml(self) -> str:
        """
        :return: The XML representation of the beacon, as a string
        """

        return self._xml

    @classmethod
[docs]    def from_json(cls, input_json: str) -> 'NistBeaconValue':
        """
        Convert a string of JSON which represents a NIST randomness beacon
        value into a 'NistBeaconValue' object.

        :param input_json: JSON to build a 'Nist RandomnessBeaconValue' from
        :return: A 'NistBeaconValue' object, 'None' otherwise
        """

        try:
            data_dict = json.loads(input_json)
        except ValueError:
            return None

        # Our required values are "must haves". This makes it simple
        # to verify we loaded everything out of JSON correctly.
        required_values = {
            cls._KEY_FREQUENCY: None,
            cls._KEY_OUTPUT_VALUE: None,
            cls._KEY_PREVIOUS_OUTPUT_VALUE: None,
            cls._KEY_SEED_VALUE: None,
            cls._KEY_SIGNATURE_VALUE: None,
            cls._KEY_STATUS_CODE: None,
            cls._KEY_TIMESTAMP: None,
            cls._KEY_VERSION: None,
        }

        for key in required_values:
            if key in data_dict:
                required_values[key] = data_dict[key]

        # Confirm that the required values are set, and not 'None'
        if None in required_values.values():
            return None

        # We have all the required values, return a node object
        return cls(
            version=required_values[cls._KEY_VERSION],
            frequency=int(required_values[cls._KEY_FREQUENCY]),
            timestamp=int(required_values[cls._KEY_TIMESTAMP]),
            seed_value=required_values[cls._KEY_SEED_VALUE],
            previous_output_value=required_values[
                cls._KEY_PREVIOUS_OUTPUT_VALUE
            ],
            signature_value=required_values[cls._KEY_SIGNATURE_VALUE],
            output_value=required_values[cls._KEY_OUTPUT_VALUE],
            status_code=required_values[cls._KEY_STATUS_CODE],
        )


    @classmethod
[docs]    def from_xml(cls, input_xml: str) -> 'NistBeaconValue':
        """
        Convert a string of XML which represents a NIST Randomness Beacon value
        into a 'NistBeaconValue' object.

        :param input_xml: XML to build a 'NistBeaconValue' from
        :return: A 'NistBeaconValue' object, 'None' otherwise
        """

        invalid_result = None

        understood_namespaces = {
            'nist-0.1': 'http://beacon.nist.gov/record/0.1/',
        }

        # Our required values are "must haves". This makes it simple
        # to verify we loaded everything out of XML correctly.
        required_values = {
            cls._KEY_FREQUENCY: None,
            cls._KEY_OUTPUT_VALUE: None,
            cls._KEY_PREVIOUS_OUTPUT_VALUE: None,
            cls._KEY_SEED_VALUE: None,
            cls._KEY_SIGNATURE_VALUE: None,
            cls._KEY_STATUS_CODE: None,
            cls._KEY_TIMESTAMP: None,
            cls._KEY_VERSION: None,
        }

        # First attempt to load the xml, return 'None' on ParseError
        try:
            tree = ElementTree.ElementTree(ElementTree.fromstring(input_xml))
        except ElementTree.ParseError:
            return invalid_result

        # Using the required values, let's load the xml values in
        for key in required_values:
            discovered_element = tree.find(
                "{0}:{1}".format('nist-0.1', key),
                namespaces=understood_namespaces,
            )

            if not isinstance(discovered_element, ElementTree.Element):
                continue

            # Bad pylint message - https://github.com/PyCQA/pylint/issues/476
            # pylint: disable=no-member
            required_values[key] = discovered_element.text

        # Confirm that the required values are set, and not 'None'
        if None in required_values.values():
            return invalid_result

        # We have all the required values, return a node object
        return cls(
            version=required_values[cls._KEY_VERSION],
            frequency=int(required_values[cls._KEY_FREQUENCY]),
            timestamp=int(required_values[cls._KEY_TIMESTAMP]),
            seed_value=required_values[cls._KEY_SEED_VALUE],
            previous_output_value=required_values[
                cls._KEY_PREVIOUS_OUTPUT_VALUE
            ],
            signature_value=required_values[cls._KEY_SIGNATURE_VALUE],
            output_value=required_values[cls._KEY_OUTPUT_VALUE],
            status_code=required_values[cls._KEY_STATUS_CODE],
        )
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